CSfC Sdectionsfor Certificate Authorities

Certificate Authorities u®d in CSfC solutions shdlbe vdidated by NIAP/CCEVS or CARA
patnering schemes & canplying with the arrent requirements ofNIAP's Protection Rofile for
Certification Authorities. This valdated @mplance shall ndude theselectable requirements
containel in this doaument.

CSfC sdectionsfor Certificate Authority evaluations:

FCS CKM.1.1(1): The TSFshall geneate ssymmetric cryptographic keys used dr key
establshmentn acordance with:

e NIST Special Publication 800-56A, "Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST curves' P-256, P-384 and {selection: P-
521, no other curves! (as defined in FIPSPUB 186-4, "Digital Sgnature Sandard"}

FCS CKM.1.1(2): The TSFshall geneste ssymmetric cryptographic keys used ér
authenticaion inacmrdance with a speified cryptographic key generation dgorithm:
e FIPSPUB 186-4, "Digital Sgnature Standard (DSS)", Appendix 8.4 for ECDSA schemes
and implementing "NIST curves' P-256, P-384 and [ selection: P-521, no other curves]

FCS COP.1.1(1): Refinement: TheTSFand [sdedion: TOE evironmer, no othercomponent]
shallperform [encryption and decryption] in accordane with a speifi ed cryptogrgphic
algorithm:
e AES-CBC (as ddined in NIST SP800-38A) mock
e AES-GCM (as defned in NIST SP800-38D) modk, and ayptographic key size 128 bit
key size and [256-bit key size].

FCS COP.1.1(2): Refinement The TSFand [sdedion: TOE evironmer no othercomponent]
shallpeform ayptograhic signaure sewices inacmrdance with the following speified
cryptograghic algorithms
e Elliptic Curve Digital Signature Algorithm (ECDSA) with a key size of 256 bits or
greder tha meds HPSPUB 1864, " Digita Signature Standad" with "NIST curves' P-
256, R384 and[sdection: R521, no othecurves] (as defned inFIPSPUB 1864, "
Digital Signature Standad")

FCS COP.1.1(3): Refinement: TheTSFand [sdedion: TOE evironmert, no othercomponent]
shallperform [ cryptographic hashing services| in accordance with a speified ayptographic
algorithm [SHA-256, $1A-384)and mesage digest szes[256. 384]bits that med the

following: FIPS Pub180-4, " Secure Hash Sandard.”

FCS _RBG_EXT.1.2: Theddgeministic RBG shdll besee&led byan entropy soucethat
acamulatesentropy from [sdection: a sofware-based noie soure, TSFhadware-based noise
soure] with aminimum of [256 bit] of entropy at least equato thegreatest saurity strength
(acoording to NIST SP800-57) d the keys and authorization fectors that itwill generate.



